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1.0 Getswishs roll som personuppgiftsansvarigt respektive
personuppgiftsbitrade

Getswish AB, org. nummer: 556913-7382, Kungsgatan 55, 111 20 Stockholm
("Getswish”), ager, forvaltar och utvecklar tjansten Swish, inklusive Swish-

appen, och Swish betalprodukter (“Swish”). Genom att tillhandahalla Swish
kommer Getswish att fa tillgang till och behandla dina personuppgifter

som personuppgiftsbitrade och darmed agera pa uppdrag av din bank
(betalningsinstitut) som erbjuder dig Swish-tjansten. | vissa begransade fall agerar
Getswish ocksa som personuppgiftsansvarig t.ex. vad avser information och data
som du skickar till oss via var hemsida, e-post eller pa nagot annat satt. Getswish
respekterar din personliga integritet och kommer att hantera dina personuppgifter
i enlighet med gallande lagar och regler for personuppgifter. Denna policy hjalper
dig att forsta vilka personuppgifter som Getswish kan komma att hantera nar du
t.ex. anvander Swish och hur dessa uppgifter anvands och skyddas. Anvandningen
av Swish kan involvera flera parter. Denna policy galler endast behandling av
personuppgifter som Getswish och dess underleverantorer utfor.

2.0 Behandling av personuppgifter

2.1 Ditt Swish-avtal

For att kunna anvanda Swish maste du inga ett avtal med en bank
(betalningsinstitut) som erbjuder Swish. Din bank kommer att samla in uppgifter
om dig och ar darmed ansvarig for att dina personuppgifter hanteras pa ett lagligt
satt. Getswish ar personuppgiftsbitrade som handlar pa uppdrag av din bank och
i enlighet med den bankens instruktioner. Getswish eller dess underleverantorer
lagrar och bearbetar i detta sammanhang ett antal av dina personuppgifter, till
exempel namn, mobilnummer och personnummer. Namn kravs bl.a. for att
kunna visa namn i funktionerna privat betalningsforfragan och blockering av
avsandare, namn sparas aven i betalningshistorik, personnummer kravs nar du
identifierar dig sjalv med BankID. For mer information rekommenderar vi att du
ocksa laser din banks policy for integritetsskydd.

2.2 Tillgang till din mobiltelefon

Forutom information som du gav till din bank vid registrering anvander Swish av
sakerhetsskal aven ett identifikationsnummer for att identifiera din mobil. For att
ytterligare forbattra funktionaliteten i Swish-appen kan du aven valja att ge tillgang




tillannan information, sasom:

» Lista Over kontakter - for att gora det enklare att skicka pengar till dina kontakter.
« Bilder och kamera - s& att du kan skanna eller 6ppna QR-koder.

» Mobildata - sa att du kan anvanda Swish nar du inte ar ansluten till ett tradlost
natverk.

» Notiser - mojliggor for Swish att skicka meddelanden till din mobiltelefon nar du
t.ex. far en betalning.

« Platsinformation — sa att Bluetooth kan anvandas for att sammankoppla Swish-
appen med t.ex. betalterminaler.

Ovanstaende uppgifter anvands endast av Swish-appen i din mobiltelefon.
Getswish far inte tillgang till informationen

2.3 Foretradare for juridisk person som har koppling till Swish

Som en foretradare for en bank (betalningsinstitut) som erbjuder Swish, en
handlare som har Swish-avtal, en av Getswish godkand teknisk leverantor eller
for en annan part som tillhandahaller tjanster relaterade till Swish, kan du komma
att registrera dig hos Getswish och darmed tillhandahalla personuppgifter

som personnummer, namn, adress, telefonnummer, for att fa information,
administrera certifikat etc. Vi behover informationen for identifiering nar du
anvander BanklID, for att sakerstalla att du vid varje tillfalle ar behorig att fa tillgang
till relevant information, att administrera certifikatet etc. och for att administrera
vart forhallande.

2.4 Behandling av andra personuppgifter

Nar du ansoker om anstallning, registrerar dig for att fa information om Getswish
eller vara produkter och tjanster, ingar ett avtal eller annars kontaktar Getswish,
godkanner du att Getswish behandlar dina tillhandahallna personuppgifter for det
aktuella andamalet.

3. Syftet med behandling av personuppgifter

Dina personuppgifter behandlas i enlighet med dataskyddsforordningen
2016/679 (EU) ("GDPR") och reglerna for banksekretess. Syftet med behandlingen
av dina personuppgifter ar att uppfylla vara dtaganden enligt Swish-avtalet, till
exempel for att sakerstalla effektiv Swish-funktionalitet, identifiering och sakerhet,
vara skyldigheter enligt lag eller vad som i ovrigt kravs for att uppna syftet med din
kontakt med Getswish och da lamnade personuppgifter.

Vi kommer bara att behalla dina personuppgifter sa lange som kravs for att
uppfylla syftet med behandlingen av dem. Vissa uppgifter maste vi spara pa grund
av lagstadgade skyldigheter vilket innebar att vissa personuppgifter kan komma att
lagras i upp till 10 ar. Om behandlingen av dina personuppgifter ar baserad pa ditt
samtycke, behaller vi bara dina uppgifter sa lange du sjalv onskar.




4. Personuppgifter lamnas till tredje man

Dina personuppgifter kommer att delas med andra i enlighet med ditt Swish-
avtal eller som kravs for att sakerstalla effektiv Swish-funktionalitet, som exempel
kommer information om dig att skickas till dem som du skickar en betalning till,
eller som annars behovs for att uppna syftet med din kontakt med Getswish.

Nar dina personuppgifter lamnas till underleverantorer som handlar for
Getswishs rakning sker det enligt ett sarskilt bitradesavtal som sakerstaller att
underleverantoren inte hanterar dina uppgifter for andra andamal an vad som
anges i Swish-avtal, i denna policy eller din banks policy for integritetsskydd.

Vi kan ocksa komma att overfora dina personuppgifter om det kravs enligt lag
eller forordning. Vi kan till exempel vara skyldiga att lamna information till polisen,
skattemyndighet eller tillsynsmyndighet.

5. Integritet och sakerhet

Skyddet av dina personuppgifter ar viktigt for oss och vi har darfor vidtagit
omfattande tekniska och organisatoriska sakerhetsatgarder for att skydda dina
uppgifter mot obehorigt rojande, forandring eller forstorelse. Vara anstallda och
underleverantorer har strikta instruktioner att hantera alla personuppgifter enligt
gallande lagar och forordningar for personuppgifter. Vi behandlar dessutom dina
personuppgifter endasti Sverige.

6. Dina rattigheter

Du har ratt att begara information om vilka av dina personuppgifter som
behandlas av 0ss, oavsett hur denna information samlas in. Begaran om sadan
information maste goras skriftligen. Forfragan ska skickas till Getswish AB,
Kungsgatan 55, 111 20 Stockholm nar Getswish ar personuppgiftsansvarig. Nar
Getswish ar personuppgiftsbitrade skickar du begaran direkt till din bank.

Vidare har du ratt att begara rattelse eller radering av dina personuppgifter eller
begransning av viss behandling av dina uppgifter, och att l@mna in ett klagomal till
Integritetsskyddsmyndigheten (tidigare Datainspektionen). Om var behandling av
dina personuppgifter ar baserad pa ditt samtycke kan du nar som helst dra tillbaka
ditt samtycke.

7. Kontakta oss

Om du har nagra fragor angadende denna integritetspolicy, tveka inte att kontakta
Getswish AB, skicka ett mail till admin@getswish.se eller skicka ett breuv till
ovanstaende adress.
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1.0 Getswish a controller or a processor of your personal data

Getswish AB, with company registration number 556913-7382, located at
Kungsgatan 55, 111 20 Stockholm (“Getswish”), owns, manages and develops the
service of Swish, including the Swish-app and Swish payment products (“"Swish”).
By providing Swish, Getswish will get access to and process your personal data
as a processor acting on behalf of your bank (payment institution), but in some
limited cases also as Controller for example when you provide information to

us via our web-site, e-mail or in any other way. Getswish respects your personal
privacy and will handle your personal data in accordance with current law and
regulations for personal data protection. This policy helps you to understand the
types of information Getswish may handle when you e.g. use Swish, and how this
information is used and protected. The use of Swish may involve several parties.
This policy relates only the processing of personal data carried out by Getswish
and its subcontractors.

2.0 Processing of personal data

2.1 Your Swish agreement

In order to use Swish, you must enter into an agreement with a bank (payment
institution), offering Swish services. Such bank will collect data about you and is
thus the controller who is responsible for the lawful processing of your personal
data. Getswish is the processor acting on behalf of such bank and in accordance
with such bank’s instructions. In this capacity Getswish, or our subcontractors,
will store and process some of your personal data, such as name, mobile number
and social security number. Name is required to enable exposure of name in
various functions such as private payment request and blocked sender. The social
security number is required for authentication when you identify yourself using
BankID. For more information we recommended that you also read your bank's
privacy protection policy.

2.2 Accesses to your mobile phone

Personal data will be collected and generated upon your enrolment to use Swish.
For security reasons Swish will also use an identification number to identify your
mobile phone. In order to further improve functionality in the Swish-app you may
choose to give accesses to other information such as:




» List of contacts — enabling you to send money to your contacts.

» Photos and camera — enabling you to scan or open QR codes.

» Mobile data — enabling you to use Swish when you are not connected to a
wireless network.

» Notifications — enabling Swish to send messages to your mobile phone for
example when you receive a payment.

 Information about location — enabling use of Bluetooth to connect the Swish
App to e.g. payment/POS terminals.

The above data will only be used by the Swish-app in your mobile phone.
Getswish will not have access to the data.

2.3 Representative of a legal entity cooperating with Getswish

As a representative of a bank (payment institution) offering Swish services, a
merchant with a Swish agreement, a technical supplier to Getswish or another
party providing services related to Swish, you may be required to register with
Getswish and thus provide personal data such as social security number, name,
address, telephone number, in order to obtain information, administer certificates
etc. We need the information for authentication when you identify yourself using
BankID, to ensure that you at each time are authorized to access the relevant
information, administer the certificate etc. and to administer our relationship.

2.4 Processing of other information

When you apply for employment, register to receive information about Getswish
or our products and services, enter into an agreement or otherwise contact
Getswish, you consent to our processing of provided personal information for the
purpose in question.

3. Purpose of processing personal data

Your personal data will be processed in accordance with the Data Protection
Regulation 2016/679 (EU) ("GDPR") and the bank secrecy regulations. The
purpose of processing your personal data is to fulfil obligations under the Swish
agreement, for example to ensure effective Swish functionality, authentication
and security purposes, and obligations as prescribed by law or as otherwise
needed to achieve the purpose of your contact with Getswish and your provision
of personal data to us.

Your personal data will only be kept for as long as is required to meet the
purpose of the processing thereof. Some data must be stored due to obligations
prescribed by law which means that some personal data will be stored up to 10
years. If the processing of your personal data is based on your consent, we will
only keep your data for as long as you wish.

4. Disclosure of personal data

Your personal data will be shared with others as stipulated in your Swish
agreement or as required in order to ensure effective Swish functionality, as an
example, information about you will be sent to the recipients of your payments,
or as otherwise needed to achieve the purpose of your contact with Getswish.




When your personal data is shared with subcontractors acting on behalf of
Getswish, the transfer of personal data will be in accordance with processor
agreements which, among other things, prevent the processors from using the
data for any other purposes than set forth in the Swish agreement, in this policy
or your bank's privacy protection policy.

We may transfer your personal data if it should be required by law or regulation,
we might for example be required to provide information to the police, tax
authorities or supervisory authorities.

5. Privacy and Security measures

The protection of your personal information is important to us. We have taken
comprehensive technical and organizational security measures to protect your
personal information from unauthorized disclosure, accidental or unlawful
destruction, loss or alteration. Our employees and subcontractors have strict
instructions to handle all personal data according to current laws and regulations
for personal data protection. Further, we will handle your personal data only
within Sweden.

6. Your rights

You have the right to request information about any personal information relating
to you and held by us, regardless of how this information is gathered. Requests
for such information must be made in writing. The request must be sent to
Getswish AB, Kungsgatan 55, 111 20 Stockholm when Getswish is the controller.
When Getswish is processor you will send the request to your bank directly.

Further, you have the right to request rectification or erasure of your personal data
or restriction of certain processing of such data, and to lodge a complaint with
the Swedish Data Protection Authority (DPA). If our processing of your personal
data is based on your consent you may withdraw such consent at any time.

7. Contact us

If you have any questions concerning this privacy protection policy, please do not
hesitate to contact Getswish AB, send an e-mail to admin@getswish.se or send a
letter to the above address.




